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AMENDMENTS TO THE CLAIMS 

The following listing of claimji will replace all prior versions and listings of 
claims in the application. Please amend the olairns as follows, and cancel the claims marked 
as cancelled, without prejudice. 

Listing of the Claims 

1 . (Currently Amended) A method comprising: 

configuring a transmitter oiK^a - r e c e iver to eaorypt and d e or>pt, roapootively, 
receiving a data frame based on informolion -^ noludod in a h e ader of the data 
fam e, said data frame comprising a header and a data portion: 

if the heade r indicates transmitting. configuringL a transmitter to encrypt the 
data frame: and 

Lfthc_beader indicates receiving, configuring a receiver to decrypt the data 
frame. 



2. (Original) The method of claim 1, further comprising autheaticating the header 
of the data frame. 

3. (Currently Amended) The method of claim 1, further comprising: 

processing the header of the data frame to provide a processed header; and 
if the processed header i nd icates transmitting, c onfiguring the transmitter t^ 

encrypt the data frame: and 

if the processed header indicates receiving, configuring t he receiver to 

decrypt the data fi-ame b oued on information includ e d in th e proo en ned he ad or - 

4. (Currently Amended) The method of claim 1 wherein configuring the receiver 
comprises: 

configuring the receiver to authenticate and decrypt a data portion and a 
message integrity code portion of the data frame. 
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5- (Original) The method of claim 4 comprising: 

decrypting Ihe data portion and the message integrity code portion of tlic 
data frame to provide a decrypted data portion and a decrypted message 
integrity code portion^ respectively; 

calculating the message integrity code of the data frame from the decrypted 
data portion; and 

comparing the calculated message integrity code to the decrypted message 
integrity code portion. 

6. (Currently Amended) The method of claim U wherein configuring the 
transmitter c omprises : 

configuring the transmitter to authenticate and to encrypt the data portion and a 
message integrity code based on information included in the header of said data 
frame. 

7. (Original) The method of claim 6, further comprising: 

dividing the data portion into two or more blocks of a predetermined block 
size; and 

padding a last block of the data portion with one or more zeros to match the 
predetermined block size. 

8. (Original) the method of claim 1 further comprising: 

generating an encryption vector to be used to encrypt and decrypt the data 
frame. 

9. (Original) The method of claim 1 , jfurther comprising: 

gcneratmg an authentication vector to be used to authenticate the data firame. 

10. (Original) The method of claim 8, further comprising: 

decrypting one or more encrypted portions of the data frame by performing 
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an exclusive OR operation between the one or more encrypted portions of the 
data frame and the encryption vector. 

1 1 . (Original) The method of claim further comprising: 

encrypting one or more portions of the data frame by applying an exclusive 
OR operation between the one or more portions of the data frame and the 
encryption vector. 



12. (Original) An apparatus comprising: 

a transmitter to encrypt a data frame; 
a receiver to decrypt the data frame; and 

a configuration unit to configure the transmitter and the receiver based on 
information included in the data frame. 

13. (Original) The apparatus of claim 12, comprising: 

a security unit to provide an encryption vector to the transmitter and to the 
receiver based on the configuration of the transmitter and the receiver. 



14. (Original) The apparatus of claim 12, comprising: 

a security unit to provide an authentication vector to Ihc transmitter and to 
the receiver based on the configuration of the transmitter and the receiver. 



15. (Original) The apparatus of claim 13, wherein the receiver includes a decryption 
unit to provide a decrypted data frame by applying the encryption vector to an 
enciypted data frame. 



16. (Original) The apparatus of claim 13, wherein the transmitter includes an 

encryption unit to receive an authenticated data frame and the encryption vector to 
provide an encrypted data frame. 
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17. (Original) The apparatus of claim 1 3, wherein the security unit comprises: 

an advance encryption standard engine lo generate the encryption vector and 
an authentication vector. 

1 8. (Original) The apparatus of claim 13, wrherein the security unit comprises: 

a message integrity code generator to generate a message integrity code of 
the encrypted data frame and to calculate a message integrity code of a 
decrypted data message, 

19. (Original) The apparatus of claim 1 8, wherein the security unit comprises. 

a comparator to compare between the calculated message integrity code and 
a decrypted message integrity code. 

20* (Cancelled) 

2L (Cancelled) 

22. (Cancelled) 

23. (Cancelled) 

24. (Cancelled) 

25. (Cancelled) 

26. (Original) A wireless communication system comprising: 

two or more stations wherein at least one station of the two or more stations 
includes: 
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3 transmitter to encrypt a data frame; 
a receiver to decrypt the data frame; and 

a configuration unit to configure the transmitter and the receiver based on 
information included in the data frame, 

21. (Original) The apparatus of claim 26, comprising: 

a security unit to provide an encryption vector to the Iransmitter and to the 
receiver based on the configuration of die transmitter and the receiver. 

28. (Original) The apparatus of claim 26, comprising: 

a security unit to provide an authentication vector to the transmitter and to 
the receiver based on the configuration of the transmitter and the receiver. 

29. (Original) The apparatus of claim 27, wherein the receiver comprises a 
decryption unit to provide a decrypted data frame by applying the encryption 
vector to an encrypted data frame. 

30. (Original) The apparatus of claim 27, wherein the transmitter comprises an 
encryption unit to receive an authenticated data frame and the encryption vector to 
provide an encrypted data frame. 

3 1 . (Original) The apparatus of claim 27, wherein the security unit comprises: 

an advance encryption standard engine to generate the encryption vector and 
an authentication vector. 

32. (Currently Amended) An article comprising: a storage medium, having stored ^ 
thereon instructions, that when executed, result in: 

eeftfigtt nng a tronam itte r and a rcoci v^ r to e nor>pt Qn d-< fecr)^pt, reopeotivofy^ 
receiving a data frame bopod on infoimation inotud e d in a header of the data 
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firftfi ^, said data frame CQmDrisin^a_headcr_ancl.a data portion: 

if the header indicates transmhting.j:Minfijgiijrin 
data frame: and 

if the header indicates receiving, configuring a receiver to decrypt the data 
frame . 



33. (Currently Amended) The article of claim 32, wherein the instructions when 
executed, result in: 

configuring the receiver to authenticate and decrypt the data portion and a 
message integrity code portion of the data frame. 

34. (Currently Amended) The article of claim 32, wherein the instructions when 
executed, result in: - 

generating an encryption vector to be used to encrypt and decrypt the data 
frame based on information included in a the header of the data frame. 

35. (Currently Amended) Hie article of claim 32, wherein the instructions when 
executed, result in: 

generating an authentication vector to be used to authenticate the data frame. 



36, (Currently Amended) The article of claim 32, wherein the instructions when 
executed, result in: 

decrypting one or more encrypted portions of the data frame by performing 
an exclusive OR operation between the one or more encrypted portions of the 
data frame and the encryption vector. 
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